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NOW THEREFORE,  

ARTICLE I: PURPOSE AND SCOPE 
1. Purpose of DPA D A

A A
A A A

A A

A
D

A

June 24, 2019

June 24, 2019

ManageBac Inc



2. Nature of Services Provided
A

3. Student Data to Be Provided
D

4. DPA Definitions D A
D A A

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Student Data Property of LEA A D
A   A

D

A D
  ,  

D A
  A A

A D

2. Parent Access A
D

d 

A D

D
A

3. Separate Account
A A

A

4. Third Party Request

A
A



5. Subprocessors
A

D D A

ARTICLE III: DUTIES OF LEA 

1. Privacy Compliance  A A
A A A A A

2. Annual Notification of Rights A
A A

A

3. Reasonable Precautions A

4. Unauthorized Access Notification A
A

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance
A A A A

A

2. Authorized Use A
A

D

D
A

3. Employee Obligation
D D A

A

4. No Disclosure D

D
D



A

A
A

5. Disposition of Data
D

A
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N A
D A

A D D

D A A D
D D
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D

a. Partial Disposal During Term of Service Agreement. 
A A D

A  
A A

b. Complete Disposal Upon Termination of Service Agreement. 
A D

A
A A

A

6. Advertising Prohibition D

A D
A

D

ARTICLE V: DATA PROVISIONS 

1. Data Security
D



a. Passwords and Employee Access
D

A N
D

D
D A

b. Destruction of Data D
A

A A
A N

A D

c. Security Protocols

A

A
A

d. Employee Training

A A

e. Security Technology

A

f. Security Coordinator
A

D
A

g. Subprocessors Bound
D

A



A

h. Periodic Risk Assessment

2. Data Breach D
A

a.
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i. A
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ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 

D A A

ARTICLE VII: MISCELLANEOUS 

1. Term D A A
D

2. Termination D A
A A

D A A
D A

3. Effect of Termination Survival A
A A A

4. Priority of Agreements D A
A

D A D A
A D A

A

5. Notice A



a. Designated Representatives

A A

N

A

N

b. Notification of Acceptance of General Offer of Terms
A

N

6. Entire Agreement D A

D A
D A

Director of the Americas

*** ASSOCIATE SUPT CONTACT ***

*** ASSOCIATE SUPT NAME ***

Kari Davidson

Stephen Worden

*** ASSOCIATE SUPT CONTACT ***

Sales Consultant

stephen.worden@managebac.com

*** ASSOCIATE SUPT CONTACT ***

Kari Davidson

(415) 483-6365

(415) 799-8022

Stephen Worden

*** ASSOCIATE SUPT TITLE ***

kari.davidson@managebac.com



N

7. Severability A D A

D A

N

D A

8. Governing Law; Venue and Jurisdiction D A N D AND
N D N A DAN A A N

A N D A D N A
N A A N N AND AND

D N A AND D A
N N A N D AN D A N

A N A N AN A N
N A D

9. Authority. A
D

D
D

A

10. Waiver N A
A

11. Successors Bound D A

Signature Page Follows



IN WITNESS WHEREOF D A

D

N

D

N

Note: Electronic signature not permitted.

Stephen Worden
ManageBac Inc

July 5, 2019

Director - AmericasStephen Worden

https://na1.documents.adobe.com/verifier?tx=CBJCHBCAABAAEOJCBWpZtITUW_XDHrvVh_ocZFncBokU
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EXHIBIT "A" 
DESCRIPTION OF SERVICES 
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EXHIBIT "B" 

SCHEDULE OF DATA 

Category of Data Elements 
Check if used 

by your 
system 

Application 
Technology Meta 

Data 

IP Addresses of users, Use of 
cookies etc.  
Other application technology 
meta data-Please specify: 

Application Use 
Statistics 

Meta data on user interaction 
with application 

Assessment 

Standardized test scores 
Observation data 

Other assessment data-Please 
specify:  

Attendance 
Student school (daily) 
attendance data 
Student class attendance data 

Communications 
Online communications that 
are captured (emails, blog 
entries) 

Conduct Conduct or behavioral data 

Demographics 

Date of Birth 
Place of Birth 
Gender 
Ethnicity or race 
Language information  
(native, preferred or primary 
language spoken by student)  
Other demographic 
information-Please specify: 

Enrollment 

Student school enrollment 
Student grade level 
Homeroom 
Guidance counselor 
Specific curriculum programs 
Year of graduation 
Other enrollment 
information-Please specify: 

Parent/Guardian 
Contact Information 

Address 
Email 
Phone  

Parent/Guardian ID 
Parent ID number (created to 
link parents to students) 

Parent/Guardian ame  First and/or Last 

Category of Data Elements 
Check if used 

by your 
system 

Schedule Student scheduled courses 
Teacher names 

Special Indicator 

English language learner 
information 
Low income status 
Medical alerts 
Student disability information 
Specialized education 
services (IEP or 504) 
Living situations 
(homeless/foster care) 
Other indicator information-
Please specify: 

Category of Data Elements 
Check if used 

by your 
system 

Student Contact 
Information 

Address 
Email 
Phone  

Student Identifiers 

Local (School district) ID 
number 
State ID number 
Vendor/App assigned student 
ID number 
Student app username 
Student app passwords 

Student Name  First and/or Last 

Student In App 
Performance 

Program/application 
performance (typing  
program-student types 60 
wpm, reading program-
student reads below grade 
level) 

Student Program 
Membership 

Academic or extracurricular 
activities a student may 
belong to or participate in 

Student Survey 
Responses 

Student responses to surveys 
or questionnaires 

Student work Student generated content; 
writing, pictures etc.  

✔

✔

✔

✔

✔
✔

✔

✔

✔

✔
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Category of Data Elements 
Check if used 

by your 
system 

Other student work data -
Please specify: 

Transcript 

Student course grades 
Student course data 
Student course 
grades/performance scores 
Other transcript data -Please 
specify: 

Category of Data Elements 
Check if used 

by your 
system 

Transportation 

Student bus assignment 
Student pick up and/or drop 
off location 
Student bus card ID number 
Other transportation data -
Please specify: 

Other 
Please list each additional 
data element used, stored  or 
collected by your application 

Other

✔





EXHIBIT “C” 

D N N

AB 1584, Buchanan: 

De-Identifiable Information (DII): D

Educational Records

D A D

NIST D N N D
A

Operator: 

A

Personally Identifiable Information (PII):

A

D A

D

Provider: A

D A

Pupil Generated Content:



Pupil Records: A
A

A
A

D
A

Service Agreement D A

School Official A

SOPIPA: A
D

Student Data: D A

D A
D

D

SDPC (The Student Data Privacy Consortium): 

 

Student Personal Information: 

A D A
D  



Subscribing LEA: A A A

Subprocessor: A
A

Targeted Advertising

Third Party

A



EXHIBIT “D” 

D D N DA A

                                  
A

A D

Extent of Disposition 

D

D

Nature of Disposition 

D

D

D
A

Timing of Disposition 

D A

D

A A D

D D D
A

ManageBac Inc



EXHIBIT “E” 

N A A

1 Offer of Terms
D A
A A

D A
A A

A

A
A

A

D

N

2 Subscribing LEA

A A A
A

D A

N

D

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS 
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

Name:_____________________________ 

Title:______________________________ 

Email Address: __________________________________________________ 

Stephen Worden

ManageBac Inc

ManageBac Inc

Director - Americas

June 24, 2019

July 5, 2019

Stephen Worden

https://na1.documents.adobe.com/verifier?tx=CBJCHBCAABAAEOJCBWpZtITUW_XDHrvVh_ocZFncBokU
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